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ABSTRACT

In order to protect against unauthorized access to Fermilab computers, the Kerberos Network Authentication Service 
V5 has been implemented to provide strong authentication over the network. This manual:

• provides an introduction to the concepts, goals, features and terms involved in our strong authentication project
• describes how to access strengthened machines and use the Kerberos features
• provides descriptions of native Kerberos commands and Kerberized network commands
• describes how to “strengthen” a UNIX machine (all supported flavors: Linux, SunOS, IRIX; and describes 

options for unsupported flavors)
• describes how to configure a Windows or Macintosh machine to connect to strengthened UNIX machines

The manual is targeted to both administrative and end users of UNIX, Windows and Macintosh systems. 



Revision Record

This document and associated documents and programs, and the material and data contained therein, were developed 
under the sponsorship of an agency of the United States government, under D.O.E. Contract Number EY-76-C-02-
3000 or revision thereof. Neither the United States Government nor the Universities Research Association, Inc. nor 
Fermilab, nor any of their employees, nor their respective contractors, subcontractors, or their employees, makes any 
warranty, express or implied, or assumes any legal liability or responsibility for accuracy, completeness or usefulness 
of any information, apparatus, product or process disclosed, or represents that its use would not infringe privately-
owned rights. Mention of any specific commercial product, process, or service by trade name, trademark, 
manufacturer, supplier, or otherwise, shall not, nor is it intended to, imply fitness for any particular use, or constitute 
or imply endorsement, recommendation, approval or disapproval by the United States Government or URA or 
Fermilab. A royalty-free, non-exclusive right to use and disseminate same for any purpose whatsoever is expressly 
reserved to the U.S. and the U.R.A. Any further distribution of this software or documentation, parts thereof, or other 
software or documentation based substantially on this software or parts thereof will acknowledge its source as 
Fermilab, and include verbatim the entire contents of this Disclaimer, including this sentence.

January 18, 2005 Minor updates throughout manual.
... (revisions in 2001, 2003)
February 29, 2000 Original Pilot Release P1.0
February 9, 2001 First Production Release 1.0. Major topics changed/reorganized/added after P1.0: guide-

lines for choosing a principal, CRYPTOCard information, allowed use of Kerberized ssh, 
logging in from off-site, UNIX install/admin issues, Macintosh install, WRQ® X v8.02

February 16, 2001 Release 1.0a. With respect to 1.0, minor changes in sections 5.6 Logging In Through 
WRQ® Reflection Software from a PC, 9.2.1 Obtaining Tickets (Authenticating to Ker-
beros), 9.2.4 Forwarding Tickets, 10.3.1 Specific-User Processes (cron Jobs).

February 21, 2001 Release 1.0b. Added 5.9.4 Network Address Translation, 10.3.2 Processes Running as 
root, 10.3.3 Non-root, Non-Specific-User Processes.

DRAFT 6/8/01 New chapters: Dear Collaborator, Ch 10, Appx A-E (Appx B pulled out from chap 5). 
Most chapters have some information updated.

DRAFT 8/1/01 New chapters: Network Programs (Reinstated as Appendix D), Ch 13: MIT Kerberos on 
Windows with Exceed 7, Ch 14: Heimdal Kerberos with Cygwin 
New sections: 5.1 fnkerb.fnal.gov, 5.4  Connecting from Kerberized SSH, 5.7  Logging In 
with Exceed 7 from Windows, 9.3 Fermi Kerberos from RPM (Linux), D.8  Kerberized 
ssh and slogin, D.9  Kerberized scp
Changes in sections: Most chapters have some information updated. Significant changes 
in Ch 12: WRQ® Reflection on a Windows System, Ch 15: MIT Kerberos on a Macintosh 
System


